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AIM:

The aim of the course is the students understand the basic concepts of computer ethics in work environment, threats in computing environment and ensure safe exits when designing the software projects.
INSTRUCTIONAL OBJECTIVES & OUTCOMES:
Instructional Objectives
· To understand the concepts of computer ethics in work environment.

· To understand the threats in computing environment

· To understand the intricacies of accessibility issues

· To ensure safe exits when designing the software projects

Instructional Outcomes
On completion of this course, the students will be able to
· Helps to examine situations and to internalize the need for applying ethical principles, values to tackle with various situations.

· Develop a responsible attitude towards the use of computer as well as the technology.

· Able to envision the societal impact on the products/ projects they develop in their career

· Understanding the code of ethics and standards of computer professionals.

· Analyze the professional responsibility and empowering access to information in the work place.

PREREQUISITE:  
1. Basic concepts of computer ethics
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DETAILED LESSON PLAN:

	UNIT I - COMPUTER ETHICS INTRODCUTION AND COMPUTER HACKING 
A general Introduction – Computer ethics: an overview – Identifying an ethical issue – Ethics and law – Ethical theories - Professional Code of conduct – An ethical dilemma – A framework for ethical decision making - Computer hacking – Introduction – definition of hacking – Destructive programs – hacker ethics - Professional constraints – BCS code of conduct – To hack or not to hack? – Ethical positions on hacking



	Session No.
	Topics to be covered
	Text book
	Chapter No. and 

Page No
	Instruction delivery
	Testing method
	Instructional Objective
	Instructional outcome

	
	
	
	
	Method
	Level
	
	
	

	1,2
	A general Introduction – Computer ethics: an overview – Identifying an ethical issue 
	Penny Duquenoy, Simon Jones and Barry G Blundell, “Ethical , legal and professional issues in computing”, Middlesex University Press, 2008
	Chapter 5 pg 203
	Board and chalk
	Knowledge
	Unit test and Assignment
	1. To understand the concepts of computer ethics in work environment.
	i. Helps to examine situations and to internalize the need for applying ethical principles, values to tackle with various situations.

	3,4,5
	Ethics and law – Ethical theories- Professional Code of conduct – An ethical dilemma
	
	Chapter 6 pg 244
	Board and chalk


	Understanding
	Unit test 
	
	

	6
	A framework for ethical decision making - Computer hacking
	
	Chapter 6 pg 240


	Board and chalk


	Understanding
	Unit test and Assignment
	
	

	7,8


	definition of hacking – Destructive programs - hacker ethics - Professional constraints
	
	Chapter 8 pg 291
	Board and chalk


	Understanding


	Unit test and Assignment


	
	

	9
	 BCS code of conduct – To hack or not to hack? – Ethical positions on hacking
	
	Chapter 8 pg 308
	Board and chalk
	Understanding
	Assignment
	
	

	UNIT II   ASPECTS OF COMPUTER CRIME AND INTELLECTUAL PROPERTY RIGHTS
Aspects of computer crime - Introduction - What is computer crime – computer security measures – Professional duties and obligations - Intellectual Property Rights – The nature of Intellectual property – Intellectual Property – Patents, Trademarks, Trade Secrets, Software Issues, Copyright - The extent and nature of software piracy – Ethical and professional issues – free software and open source code.

	Session No.
	Topics to be covered
	Text book
	Chapter No. and 

Page No
	Instruction delivery
	Testing method
	Instructional Objective
	Instructional Outcome

	
	
	
	
	Method
	Level
	
	
	

	10
	Aspects of computer crime - Introduction
	Penny Duquenoy, Simon Jones and Barry G Blundell, “Ethical , legal and professional issues in computing”, Middlesex University Press, 2008
	Chapter 9 pg 316

	Board and chalk
	understanding
	Unit test
	2. To understand the threats in computing environment

	ii. Develop a responsible attitude towards the use of computer as well as the technology.

	11,12
	 What is computer crime – computer security measures
	
	Chapter 12 pg 451
	Board and chalk
	understanding
	Unit test
	
	

	13,14
	Professional duties and obligations - Intellectual Property Rights 
	
	Chapter 13 pg 489
	PPT
	Apply
	Unit test and Assignment
	
	

	15
	The nature of Intellectual property – Intellectual Property
	
	Chapter 13 pg 491
	PPT
	Apply
	Unit test and Assignment

	
	

	16
	Patents, Trademarks, Trade Secrets, Software Issues, Copyright
	
	Chapter 13 pg 492
	PPT
	Understanding
	Unit test and Assignment

	
	

	17,18
	The extent and nature of software piracy – Ethical and professional issues – free software and open source code
	
	Chapter 13 pg 496

	PPT
	Understanding
	Unit test and Assignment

	
	

	UNIT III REGULATING INTERNET CONTENT, TECHNOLOGY AND SAFETY
Introduction – In defence of freedom expression – censorship – laws upholding free speech – Free speech and the Internet - Ethical and professional issues - Internet technologies and privacy – Safety and risk – assessment of safety and risk – risk benefit analysis – reducing risk



	Session No.
	Topics to be covered
	Text book
	Chapter No. and 

Page No
	Instruction delivery
	Testing method
	Instructional Objective
	Instructional outcome

	
	
	
	
	Method
	Level


	
	
	

	19,20
	Introduction – In defence of freedom expression

	George Reynolds, “Ethics in Information Technology”, Cengage Learning, 2011

	Chapter 1   pg 03

	Board and chalk
	Understanding
	Assignment
	3. To understand the intricacies of accessibility issues

	iii. Able to envision the societal impact on the products/ projects they develop in their career


	21


	censorship – laws upholding free speech

	
	Chapter 3   pg 39
	PPT
	Understanding
	Unit test and Assignment
	
	

	22
	Free speech and the Internet - Ethical and professional issues

	
	Chapter 3   pg 39

	PPT
	Understanding
	Unit test and Assignment
	
	

	23,24
	Internet technologies and privacy

	
	Chapter 3   pg 51
	Board & chalk
	Apply
	Unit test and Assignment
	
	

	25
	Safety and risk
	
	Chapter 3   pg 67
	Board & chalk
	Understanding
	Unit test and Assignment
	
	

	26
	assessment of safety and risk

	
	Chapter 3   pg 83
	Board & chalk
	Apply
	Unit test and Assignment
	
	

	27,28
	risk benefit analysis – reducing risk
	
	Chapter 15   pg 584
	Board & chalk
	Understanding
	Assignment 
	
	

	UNIT IV COMPUTER TECHNOLOGIES ACCESSIBILITY ISSUES
Introduction – Principle of equal access – Obstacles to access for individuals – professional responsibility - Empowering computers in the workplace – Introduction – computers and employment – computers and the quality of work – computerized monitoring in the work place – telecommuting – social, legal and professional issues - Use of Software, Computers and Internet-based Tools - Liability for Software errors - Documentation Authentication and Control – Software engineering code of ethics and practices – IEEE-CS – ACM Joint task force.

	Session No.
	Topics to be covered
	Text book
	Chapter No. and 

Page No
	Instruction delivery
	Testing method
	Instructional Objective
	Instructional outcome

	
	
	
	
	method
	level
	
	
	

	29,30
	Introduction – Principle of equal access- Obstacles to access for individuals – professional responsibility
	Caroline Whitback,” Ethics in Engineering Practice and Research “, Cambridge University Press, 2011

	Chapter 14  pg 544
	PPT
	Understanding
	Unit test and Assignment
	4. To ensure safe exits when designing the software projects

	iv. Understanding the code of ethics and standards of computer professionals.


	31
	Empowering computers in the workplace – Introduction – computers and employment
	
	Chapter 14  pg 545
	PPT
	Understanding
	Unit test
	
	

	32
	Computers and the quality of work – computerized monitoring in the work place
	
	Chapter 14  pg 546
	PPT
	Understanding
	Unit test and Assignment

	
	

	33
	telecommuting – social, legal and professional issues
	
	Chapter 14  pg 547
	PPT
	Understanding
	Unit test
	
	

	34
	Use of Software, Computers and Internet-based Tools
	
	Chapter 14  pg 548
	PPT
	Understanding
	Unit test and Assignment
	
	

	35
	Liability for Software errors - Documentation Authentication and Control
	
	Chapter 14  pg 549
	PPT
	Apply
	Unit test
	
	

	36
	Software engineering code of ethics and practices – IEEE-CS – ACM Joint task force
	
	Chapter 14  pg 563
	PPT
	Apply
	Unit test
	
	

	UNIT V SOFTWARE DEVELOPMENT AND SOCIAL NETWORKING
Software Development – strategies for engineering quality standards – Quality management standards – Social Networking – Company owned social network web site – the use of social networks in the hiring process – Social Networking ethical issues – Cyber bullying – cyber stalking – Online virtual world – Crime in virtual world - digital rights management - Online defamation – Piracy – Fraud



	Session No.
	Topics to be covered
	Text book
	Chapter No. and 

Page No
	Instruction delivery
	Testing method
	 Instructional Objective
	Instructional outcome

	
	
	
	
	Method
	Level
	
	
	

	39
	Software Development – strategies for engineering quality standards
	Richard Spinello, “Case Studies in Information and Computer Ethics”, Prentice Hall, 1997.

MikeCotterell, “Software Project Management”, Third Edition, TATA

McGraw Hill Edition, 2004

	Chapter 14  pg 516
	Board & chalk
	Apply
	Unit test and Assignment
	4. To ensure safe exits when designing the software projects

	v. Analyze the professional responsibility and empowering access to information in the work place.


	40,41
	Quality management standards – Social Networking
	
	Chapter 16 pg 603
	Board & chalk
	Understanding
	Unit test
	
	

	42
	Company owned social network web site
	
	Chapter 16 pg 603
	PPT
	Understanding
	Unit test


	
	

	43
	The use of social networks in the hiring process – Social Networking ethical issues
	
	Chapter 16 pg 617
	PPT
	Apply
	Unit test


	
	

	44
	Cyber bullying – cyber stalking – Online virtual world
	
	Chapter 16 pg 619
	Board & chalk
	Apply
	Unit test and Assignment
	
	

	45
	Crime in virtual world - digital rights management - Online defamation – Piracy – Fraud 


	
	Chapter 16 pg 625
	Board & chalk
	Apply
	Unit test 
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ASSIGNMENTS

	A. No
	Assignment Titles

	I

(I UNIT)
	1)  Explain the scope of Engineering Ethics.
2)  Explain Kholbergs model of moral development
3) Highlight the importance of Engineering ethics
4) What is different ethical theory available for right action, self-interest, duty ethics?
5) Discuss the different models of professional roles

	II

(II & III UNIT)
	1) State the similarities to view engineering projects as experiments
2) Discuss on the roles played by the code of ethics set by professional societies
3 Write short notes on a) Ethical relativism  b) Abuse of codes of ethics.
4 Describe in detail the concept of Risk-Benefit Analysis
5) Give detailed discussion on safety and risk

	III

(IV & V UNIT)
	1) What is the importance of loyalty and collegiality in teamwork?
2) How account publicly for benefits and risks?
3) How will you apply confidentiality for avoiding harmful conflicts of interest in workplace
4) What is mean by computer ethics?
5) Discuss in detail about the employee rights

	IV
Innovative Assignment
	Discuss the  ethical dilemma in real world problems


